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What is SMT?

Experiments:
Windows kernel verification.

Extending SMT solvers.

Garbage collector (Singularity) verification

Supporting decidable fragments.

Experiments in Software Verification using SMT Solvers
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Experiments in Software Verification using SMT Solvers

Z3 is a new solver developed at Microsoft Research.

Development/Research driven by internal customers.

Free for academic research.

Interfaces:

http://research.microsoft.com/projects/z3

Z3
Text

C/C++ .NET

OCaml

http://research.microsoft.com/projects/z3
http://research.microsoft.com/projects/z3


HAVOC
Verifying Windows Components

Lahiri & Qadeer, POPLô08,

Also: Ball, Hackett, Lahiri, Qadeer, MSR-TR-08-82.
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Doubly linked lists in Windows Kernel code

Representative shape graph
in Windows Kernel component



Pointer Arithmetic
q  = CONTAINING_RECORD(p, IRP, link) 

= (IRP *) ((char*)p ς(char*)(&(((IRP *)0)link)))

Transitive Closure
Reach(next, u) ¹{u, u->next, u->next-ҔƴŜȄǘΣ Χϒ
forall (x, Reach(next,p), CONTAINING_RECORD(x, IRP, link)->state == PENDING)
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Procedure contracts
requires, ensures, modifies

Arbitrary C expressions
program variables, resources

Boolean connectives

quantifiers

Can express a rich set of contracts
API usage (e.g. lock acquire/release)

Synchronization protocols 

Memory safety 

Data structure invariants (linked list)

Challenge: 
Retain efficiency

Decidable fragments



Logic with Reach, Quantifiers, 
Arithmetic

Expressive

Careful use of quantifiers

Encoding using quantifiers 
and triggers


