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Applications and Challenges in Satisfiability Modulo Theories

Verification/Analysis tools 
need some form of 
Symbolic Reasoning



Applications and Challenges in Satisfiability Modulo Theories

Test case generation

Verifying Compilers

Predicate Abstraction

Invariant Generation

Type Checking

Model Based Testing



VCC

Hyper-V
Terminator T-2

NModel

HAVOC

F7
SAGE

Vigilante

SpecExplorer
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unsigned GCD(x, y) {
requires(y > 0);
while(true) {

unsignedm = x % y;
if(m == 0) returny;
x = y;
y = m;

}
} We want a trace where the loop is 

executed twice.

(y0> 0) and

(m0= x0% y0) and

not (m0= 0) and

(x1= y0) and

(y1= m0) and

(m1= x1% y1) and

(m1= 0)

Solver

x0 = 2

y0= 4

m0= 2

x1 = 4

y1 = 2

m1= 0

SSA
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Is formula Fsatisfiable
modulo theory T ? 

SMT solvers have 

specialized algorithms for T



b + 2 = c  and  f(read(write(a,b,3), c-2) Í f(c-b+1)
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Arithmetic

b + 2 = c  and  f(read(write(a,b,3), c-2) Í f(c-b+1)
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ArithmeticArray Theory

b + 2 = c  and  f(read(write(a,b,3), c-2) Í f(c-b+1)
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ArithmeticArray Theory
Uninterpreted

Functions

b + 2 = c  and  f(read(write(a,b,3), c-2) Í f(c-b+1)
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A Theory is a set of sentences

Alternative definition:

A Theory is a class of structures
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Z3 is a new solver developed at Microsoft Research.

Development/Research driven by internal customers.

Free for academic research.

Interfaces:

http://research.microsoft.com/projects/z3

Z3
Text

C/C++ .NET

OCaml
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